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Abstract: This contribution introduces a solution to discover edge application server reusing the mechanism of DNS without additional impacts on UE.
1. Discussion
According to the key issue#1: Discovery of edge application server as specified in subclause 5.1, the NOTE 2 further exposes the preference to reuse existing DNS mechanism for sake of easy implementation. 
Normally, when the application starts to connect to a server identified by the FQDN, the UE initiates a DNS query to the DNS server to receive the IP address of the server.
In most deployments, the default DNS servers of UE are deployed at centralized location by MNO. To support the scenario that multiple distributed servers provides same service corresponding to the FQDN (e.g. CDN case), some existing optimizations have be used by DNS mechanisms, e.g.:
· DNS server can based on the source IP address of the incoming DNS query to identify the location of the user and then select an appropriate server IP, or a CNAME record. This cannot apply for the case that intermediate DNS server exist on the path.

· RFC 7871 defines a mechanism which allows to include client IP address information as EDNS Client Subnet (ECS) option in DNS messages to identify client’s location, which has been widely used in current DNS system.
However, in mobile network, the UE’s IP address@remote PSA is allocated during PDU session establishment. In UL CL case, it cannot accurately identify UE’s location. So the IP address of application server decided based on the UE’s IP address@remote PSA is non-optimal.
Observation 1: If centralized DNS server is used to resolve the DNS query, the information that can denote accurate UE’s location should be provided to centralized DNS server to help it to return a suitable IP address of an edge application server according to the UE location.
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Figure 1: Two deployment options of DNS servers
In addition, in Edge Computing scenario, it’s also possible that a localized DNS servers be deployed within the edge computing platforms. In this case, if the DNS query can be exactly forwarded to the localized DNS server supporting the resolution of this FQDN, the localized DNS server can return the IP of a suitable edge application server can be returned to UE.

Observation 2: If a suitable localized DNS server can be selected to resolve the DNS query, the localized DNS server can resolve the requested FQDN into an appropriate edge application server.
Based on above discussion, the proposed solution will be compatible with the two deployment options of DNS servers, i.e. Centralized DNS servers or localized DNS servers.
To ensure the DNS servers give accurate responses, the 5GC should either provide accurate UE’s location to centralized DNS server similar with RFC 7871 or select accurate localized DNS server for the discovery of edge application server. No matter which DNS server is used to resolve the requested FQDN from UE, the 5GC is required to select the suitable DNAI wherein the application serving the requested FQDN is located.
2. Text Proposal

It is proposed to capture the following changes in TR 23.748.
* * * * First change * * * *
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* * * * Second change * * * *
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* * * * Third change * * * *(all new texts)

6.X
Solution #X: Discovery of EAS based on DNS
6.X.1
Description

This solution addresses the key issue#1: Discovery of EAS, by reusing the DNS mechanism without additional impacts on UE.
This solution is compatible with the two deployment options of DNS servers as shown in Figure 6.X.1-1:
· The DNS servers can be centrally deployed by MNO and responsible for resolving the FQDN received from UE into the IP address of a suitable EAS.

In this solution, it is assumed that centralized DNS server stores the knowledge of edge computing platforms deployment based on e.g. configuration. The centralized DNS server may perform recursive DNS query with other DNS servers, if needed.
· The DNS servers can be locally deployed within edge hosting environment and responsible for resolving the FQDN received from UE into the IP address of an EAS within the Local DN.

This solution applies for “Distributed PSA” PDU session (by not inserting ULCL/BP) and “Session Breakout” PDU session(by inserting ULCL/BP). If UE has multiple PDU sessions, the solution applies for each of the PDU sessions.
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Figure 6.X.1-1: Two deployment options of DNS servers

To resolve the requested FQDN into the IP address of an EAS optimized to current UE location, the 5GC should either provide information on UE’s location as specified by RFC 7871[7] to the centralized DNS server or select an appropriate localized DNS server to resolve the DNS query locally.

The solution uses the SMF as a DNS forwarder. For this purpose the SMF needs to receive all DNS requests from the UE(s) and then to forward them (to a DNS Server/Resolver). 
In case local DNS server is used, the SMF keeps a context during the DNS request handling in order to be able to regenerate the address of the DNS server that the UE had put in its DNS request message.when sending the DNS Response to the UE The SMF controls the UPF(s) via existing N4 procedures to receive over N4 all DNS requests from the UE(s).
The SMF may obtain the FQDNs supported by EAS corresponding to each DNAI by AF influence traffic routing procedure or by configuration. The SMF may also be configured with the following information:

· The mapping relationship between the DNAI and the IP address accessing to edge computing platform for N6 (e.g., the subnet after NAT).

· The address of localized DNS server serving each DNAI.
The UE is configured with a DNS server by the SMF during PDU session establishment. When the UE issued a DNS query to the configured DNS server, the SMF selects one or more DNAI(s) based on UE location, the received DNS query and DNAIs supporting the FQDN, then:
· If centralized DNS server is used to resolve the FQDN, the SMF, determines the IP address corresponding to the selected DNAI and sends DNS query to centralized DNS server including this IP address as specified in the ECS option of RFC 7871[7]. In case of multiple DNAIs selected by the SMF, the SMF shall provide multiple ECS options in the DNS query.
· If localized DNS server is used to resolve the FQDN, the SMF, determines the address of localized DNS server at the selected DNAI(s). Then the SMF replaces the destination address of DNS query by the address of localized DNS server and sends DNS query to the localized DNS server. After receiving the DNS response from localized DNS server, the SMF replaces the source address of DNS response by the destination address included in the DNS query.
NOTE: The localized DNS server may be part of Edge Hosting Environment.
The ECS option(s) provided to the centralized DNS server, or the selection of the local DNS server, are determined based on the selected DNAI(s) which also be used to select ULCL/BP and Local PSA.
6.X.2
Procedures

The discovery of EAS based on DNS mechanism can be described in the Figure 6.X.2-1.
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Figure 6.X.2-1: Two options for the discovery of EAS based on DNS
1.
The SMF may obtain the FQDNs served by EASs corresponding to each DNAI by configuration, or the AF may provide DNAIs along with the FQDNs served by the EASs during AF influence traffic routing procedure (FQDN is a new parameter to the AF influence to the traffic routing procedure). 
The SMF may also be configured with the following information:

· The mapping relationship between the DNAI and the IP address accessing to edge computing platform for N6 (e.g., the subnet after NAT, this requires co-ordinated management between the SMF and NAT server).
· The address of localized DNS server serving each DNAI. An anycast IP address may be used for the localized DNS servers.

2.
During PDU Session Establishment procedure, the PCF provides the PCC rules to the SMF. The PCC rules may include the FQDNs served by EASs corresponding to each DNAI if provided in the AF requests in step 1.

The SMF selects a PDU Session Anchor (PSA1) for the PDU session and indicates PSA1 to perform DNS packet detection and forward UE DNS query message to the SMF.
3.
The UE sends a DNS query in the uplink including the FQDN of requested application. The PSA1 UPF detects the DNS query and forwards it over N4 to the SMF.;
Editor's Note: How does PSA1 perform DNS packet detection is FFS.

Based on UE’s location (e.g. cell ID, or TAI) and optioally the knowledge of FQDNs served by EASs, the SMF selects one or more suitable DNAI(s) wherein the EASs serving the requested FQDN may exist.
Based on configuration, the SMF may decide whether to reroute the DNS query from UE to the localized DNS server or not based on local policy.
4a. If centralized DNS server is used, based on configuration, the SMF determines the IP address corresponding to the selected DNAI and sends DNS query to centralized DNS server including this IP address as EDNS Client Subnet (ECS) extension specified in RFC 7871[7]. In case of multiple DNAIs selected by the SMF in step 3, the SMF provides multiple ECS options in the DNS query.
The centralized DNS server determines the IP address of EAS that can serve the FQDN according to the ECS option and other local policies, and returns DNS Response including the IP address of the EAS and the ECS option as specified in RFC 7871 [7]to remote PSA via SMF. If multiple ECS options are provided, the centralized DNS server based on configuration to select one ECS option to determine the EAS IP.
Editor's note:
How does DNS server handle multiple ECS options need to be further clarified.

4b. If the SMF decides to reroute the DNS query to the localized DNS server, the SMF determines the address of localized DNS server serving the selected DNAI and replaces the destination address of DNS query by the address of localized DNS server and sends DNS query to localized DNS server. 
The localized DNS server returns DNS response including the IP address of the EAS to SMF. The SMF replaces the source address of DNS Response by the destination address included in the DNS query and send DNS response to remote PSA.
Editor's Note: For step 4a and 4b, the details about how the SMF reroutes DNS query to the localized DNS server are FFS.

5.
The SMF may select ULCL/BP and a new PDU Session Anchor (Local PSA2) for this PDU session based on the selected DNAI. The DNAI may be decided based onthe ECS option included in the response from DNS server to ensure the selected Local PSA and EAS are corresponding to same DNAI. Addition of additional PSA and UL CL/BP described in clause 4.3.5.4 of TS 23.502 [3] may be performed.
6.
The SMF sends DNS response including the IP address of the EAS to UE via the PSA1.
Editor’s note:
After ULCL/BP is inserted, how to handle subsequent DNS queries is FFS.

6.X.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.
If AF influenced traffic trouting procedure is used to provide per- DNAI FQDN information to SMF:

AF:

-
FQDN is a new parameter to the AF influence to the traffic routing procedure.

PCF:

-
PCC rule is enhanced to contain the FQDN and corresponding DNAI(s).

SMF:
-
Optionally, SMF is configured with (or obtains from AF) the DNAIs in which a specific FQDN can be served.
-
In Centrilized DNS server case:
-
Configured with ECS option information per DNAI.
-
Adds ECS option(s) in DNS query message.
-
In Localized DNS server case:
-
Configured with the IP address of Local DNS server per DNAI.
-
Selects Local DNS server based on the configuration information and selected DNAI.
-
Replaces target IP address of DNS query message with the IP of Local DNS server.
-
Forwards DNS messages between UE and Centralized/Localized DNS server: In case Local DNS server is used, the SMF keeps a context during the DNS request handling in order to be able to regenerate the address of the DNS server that the UE had put in its request when sending the DNS Response to the UE.
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